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Abstract

Small language models (SLMs) are being deployed
in high-stakes regulated settings — healthcare triage,
clinical decision support, financial advisory tools —
yet the adversarial security literature has almost exclu-
sively characterised vulnerabilities in large, frontier-
scale models, leaving SLM-specific risks largely unex-
amined. We present the systematic, black-box adver-
sarial evaluation of six open-weight SLMs spanning 1.5
billion to 8 billion parameters, applying a structured
framework of 154 tests per model across 21 attack cat-
egories covering alignment exploitation, demographic
bias, context-window manipulation, multi-turn jail-
breaking, and instruction hijacking, for a total of 924
adversarial interactions. Our principal finding is a
three-tier, architecture-correlated gradient in context-
window safety displacement that cleanly separates
Llama-family models (0/8 and 0-1/6 pass rates on
empty-token padding and context-overflow probes),
Mistral-7B (5/8 and 2/6), and models from the Qwen
and Phi-3 families (8/8 and 3/6), suggesting that vul-
nerability to this attack class is mediated by attention
mechanism design rather than model scale.

We further demonstrate that medical domain fine-
tuning redistributes adversarial exposure, improving
safe-messaging compliance while amplifying demo-
graphic bias at a difference score of 0.50 against a
threshold of 0.15 across eight critical findings — rather
than reducing the overall attack surface. These results
have immediate implications for regulated-industry
deployers making procurement decisions with no SLM-
specific adversarial benchmarks available, and who
bear primary liability for deployment-time adversarial
failures under applicable Al governance frameworks.

1 Introduction
The deployment profile of language models in commer-

cial software has shifted materially over the past two
years. Where organisations once accessed language

model capabilities exclusively through large-scale API
endpoints, the commoditisation of open-weight mod-
els in the 1-8 billion parameter range has enabled
local, on-premises, and edge deployments at a cost
and latency profile compatible with latency-sensitive
and data-sensitive regulated applications. Electronic
health record vendors have begun embedding SLM-
powered summarisation and triage assistants directly
into clinical workflows, and financial services firms
are deploying SLMs for customer-facing Q&A, inter-
nal compliance document retrieval, and automated
advisory preliminary screens. Healthcare software
companies are fine-tuning domain-specific models on
proprietary clinical corpora and shipping them as
on-premises medical reasoning assistants.

This shift carries a largely unacknowledged security
implication. The adversarial machine learning litera-
ture has, with few exceptions, studied vulnerabilities
in large, frontier-scale models: GPT-4, Claude, Gem-
ini, and their contemporaries [12] 17, 20]. The attack
surface characterisation developed in that literature
does not transfer cleanly to SLMs for at least three
reasons. First, SLMs are almost always quantised
for deployment — typically to 4-bit or 8-bit integer
formats — and quantisation-aware evaluation requires
distinct test methodology. Second, regulated-industry
SLMs are routinely fine-tuned on domain-specific cor-
pora, and fine-tuning delta introduces attack vectors
that do not exist in the base model. Third, SLMs
are frequently deployed in agentic and multi-turn con-
figurations where stateful context manipulation is
possible, yet the adversarial multi-turn literature was
developed against models with substantially richer
instruction-following training.

We are not aware of any published systematic ad-
versarial evaluation that addresses this combination
of characteristics across a representative sample of
SLMs currently in regulated-industry deployment.

This paper presents such an evaluation. We
developed a structured adversarial framework com-
prising 154 test executions per model across 21 at-
tack categories and applied it to six open-weight



SLMs spanning 1.5B to 8B parameters: Qwen2-
1.5B-Instruct, Llama-3.2-3B-Instruct, Phi-3-mini-4k-
Instruct, MedGemma-4B-IT (a medically fine-tuned
vision—language model evaluated in text-only mode),
Mistral-7B-Instruct-v0.2, and Llama-3.1-8B-Instruct.

We preview our principal findings here, as the in-
troduction, not the conclusion.

The most architecturally significant result is a three-
tier context-window safety displacement gradient that
is correlated with model training family. Llama-3.1-
8B and Llama-3.2-3B failed all empty-token padding
(ETP) tests (0/8 each) and the majority of context-
overflow displacement (COD) tests, all at high or
critical severity. Mistral-7B showed partial vulnerabil-
ity (5/8 ETP passes, 2/6 COD passes). Qwen2-1.5B,
MedGemma-4B, and Phi-3-mini showed no ETP vul-
nerability (8/8 passes each). The gradient is consistent
with an architectural interpretation: Llama and Mis-
tral share the RoPE positional embedding scheme and,
in earlier versions, a sliding window attention lineage
absent from Qwen’s GQA-based design and Phi-3-
mini’s synthetic-data training regime. This is not a
generalised quality gradient, Llama-3.1-8B simultane-
ously showed the best sycophancy resistance of any
model tested. Specific capabilities can be strong while
a distinct architectural vulnerability is simultaneously
present.

The domain fine-tuning result is equally counterin-
tuitive. MedGemma-4B, the only fine-tuned model
in the evaluation, improved on exactly one safety
dimension (safe messaging, 5/5 vs. 4/5 for general-
purpose models) while incurring eight critical-severity
and eight high-severity demographic bias findings
across medical pain assessment and mental health
contexts. Its overall failure rate (51.3%) exceeded
that of Qwen2-1.5B (42.2%) despite a 3x parameter
advantage. Fine-tuning shifted the attack surface; it
did not reduce it.

Five of six models failed all crescendo multi-turn es-
calation probes at critical severity; Phi-3-mini demon-
strated consistent partial resistance, passing 1/3 esca-
lation paths across independent evaluation runs

The remainder of this paper is organised as follows.
Section [2 reviews the relevant adversarial literature
and establishes the gap this work addresses. Section [3]
defines the threat model. Section M describes the
evaluation framework and model selection. Section [
presents the empirical results. Section [f] examines the
implications for deployment, regulation, and future
research. Section [l concludes.

2 Background and Related

Work

2.1 Adversarial Attacks on Large Lan-

guage Models

The adversarial evaluation of large language mod-
els has developed along two largely parallel tracks:
manual red teaming, which relies on human creativ-
ity to elicit unsafe model behaviour through crafted
prompts [7, 2], and automated attack generation,
which uses gradient-based or search-based methods
to construct adversarial suffixes or prefixes program-
matically [20, [16].

Zou et al. [20] demonstrated that gradient-based
adversarial suffixes could transfer across open-weight
models, and subsequent work extended this to chain-
of-thought jailbreaking [I7], many-shot jailbreak-
ing [I], and crescendo-style incremental escalation [I4].
Perez and Ribeiro [I2] characterised prompt injection
as a distinct attack class applicable to instruction-
following models, a finding that subsequent work has
extended to tool-use and agentic settings [g].

Sycophantic model behaviour, where models aban-
don correct positions under user social pressure, has
received increasing attention as a post-RLHF align-
ment failure mode [I5] [I8]. Sharma et al. [I5] showed
that RLHF-trained models systematically favour re-
sponses that match stated user preferences even when
those preferences are factually wrong, a pattern our
evaluation operationalises across safety-critical probe
domains.

Demographic bias in language model outputs has
been extensively documented in the context of hiring
and credit decisions [2, [4], but its expression in med-
ical AI contexts — where model responses differ in
clinical quality or urgency estimates as a function of
patient demographic markers — has received less sys-
tematic treatment at the evaluation framework level.
Obermeyer et al. [I1] documented algorithmic bias in
a commercial healthcare risk-scoring tool; our work
extends this concern to the generative model setting.

2.2 Why the Large-Model Literature
Does Not Transfer to SLMs

Three structural differences between large-model and
SLM evaluation render the existing literature insuf-
ficient for SLM security assessment in regulated de-
ployments.

Quantisation effects. SLMs deployed at the
edge or on-premises are almost universally quantised
to 4-bit or 8-bit integer formats for inference effi-
ciency. Quantisation is known to alter model be-



haviour at distribution boundaries, including at the
token-probability boundaries that determine refusal
vs. compliance decisions [5} [6]. Evaluations conducted
on full-precision checkpoints may not faithfully char-
acterise the behaviour of deployed quantised models.
Large frontier models are rarely quantised for deploy-
ment by their vendors, making this difference largely
invisible to the frontier-model evaluation literature.

Fine-tuning delta. Open-weight SLMs are rou-
tinely fine-tuned on proprietary domain corpora be-
fore deployment, introducing capability and alignment
changes not present in the base model. The fine-tuning
delta constitutes a novel attack surface: probes that
the base model resists may succeed against a fine-
tuned version if the fine-tuning corpus shifted the
model’s prior distributions over refusal-adjacent token
sequences, and vice versa. The large-model literature
primarily evaluates vendor-supplied models for which
the fine-tuning corpus is either absent (base models)
or proprietary and fixed (RLHF-trained chat mod-
els); neither scenario captures the deployer-controlled
fine-tuning surface.

Architectural diversity at small scale. Frontier
models are dominated by a small number of architec-
tural families. The SLM landscape is substantially
more architecturally diverse: Qwen2 uses grouped
query attention (GQA) with ALiBi-style positional en-
coding; Phi-3-mini uses synthetically generated train-
ing data with a conventional transformer architecture;
Llama-3.x and Mistral-7B share RoPE positional em-
beddings with variants of sliding window attention.
These architectural differences have direct implica-
tions for context-window attack surface, as our results
demonstrate. A single evaluation methodology de-
signed for a homogeneous architectural cohort cannot
surface these differences.

2.3 Existing SLM and Small-Model Se-
curity Work

A small number of papers have addressed adversarial
evaluation of models below the frontier scale. Qi et
al. [I3] showed that fine-tuning on a small number
of harmful examples could catastrophically degrade
safety alignment in the Llama-2-7B family, establish-
ing fine-tuning as an alignment attack vector. Yang
et al. [19] demonstrated that shadow alignment —
inducing unsafe behaviour through benign-seeming
fine-tuning data — succeeds against open-weight mod-
els in the 7B-13B parameter range. Hubinger et al. [9]
characterised deceptive alignment in small models via
deliberately planted behavioural triggers.

These contributions address the threat of malicious
or adversarial model training rather than deployment-

time adversarial attacks against already-deployed mod-
els. Our work is complementary: we treat model
weights as fixed and assess the deployment-time at-
tack surface presented by the instruction-following
interface, which is the surface that regulated-industry
deployers need to characterise before shipping.

To our knowledge, no published work presents a
systematic, multi-category, multi-model adversarial
evaluation of the SLM deployment-time attack sur-
face at the scale conducted here, or characterises the
architecture-correlated differential vulnerability pat-
terns we report.

3 Threat Model
Attacker Profile

We consider a deployment-time attacker who interacts
with an SLM through its standard user-facing inter-
face, a chat API, a clinical documentation assistant, a
financial Q& A widget, or a patient-triage chatbot with
no privileged access to model weights, training data,
or system infrastructure. The attacker is black-box:
she observes model outputs but cannot query model
internals, perform gradient computations, or modify
the inference pipeline. She may have unlimited query
access and may conduct multi-turn interactions.

We do not assume sophisticated adversarial tooling.
Our threat model explicitly includes non-expert at-
tackers — clinicians, patients, financial customers, or
internal users — who apply social engineering, con-
text manipulation, and iterative prompt refinement
without formal adversarial ML knowledge. This is the
realistic threat surface for deployed regulated-industry
SLMs, where the attacker population is broad, het-
erogeneous, and not technically specialised.

We additionally consider the threat of an attacker
who has access to the model’s system prompt but
not its weights, which is the typical configuration in
API-served deployments with a fixed operator-defined
system prompt.

3.1

3.2 Attack Surface

The deployment-time attack surface for instruction-
following SLMs comprises the following components,
each of which our evaluation framework addresses.
Alignment exploitation. The attacker attempts
to elicit model behaviour that violates the operator’s
intended constraints by constructing inputs that ex-
pose miscalibration between the model’s trained safety
behaviour and its response to adversarial framings.
Sub-categories include sycophantic capitulation under
social pressure, crescendo-style incremental erosion of



constraints across turns, competing-objective framings
that present helpfulness and safety as in direct conflict,
and role-play or persona-based context injection.

Context-window manipulation. The attacker
exploits the model’s finite context window to displace,
dilute, or override system-level safety instructions. In
bounded-context deployments (e.g., a 4K-token clini-
cal assistant), filling the context with benign content
before introducing an unsafe payload may push earlier
instructions into the model’s attention periphery. In
long-context deployments (e.g., Llama-3.1-8B with a
128K-token window), the same effect operates at a
substantially larger absolute token depth.

Structured-format injection. The attacker em-
beds adversarial instructions within the structured
data formats that the model is expected to parse —
JSON objects, XML tags, function call schemas —
exploiting the model’s tendency to treat structured-
format content as trusted operational metadata rather
than user-controlled input.

Multi-turn state manipulation. The attacker
leverages multi-turn dialogue to establish false con-
versational premises — fictitious prior consent, role-
conditioned authority, incrementally escalated context

— that the model honours in subsequent turns. This
attack class is particularly relevant to agentic deploy-
ments where the model maintains and acts on dialogue
state across extended interactions.

Demographic bias expression. In the regulated-
industry context, demographic bias in model outputs
constitutes an adversarial vulnerability not because
the attacker causes it, but because it can be elicited
and documented by an auditor, a regulator, or a
plaintiff’s counsel using structurally identical queries
that differ only in patient or customer demographic
encoding. We include bias probing as an adversarial
evaluation category because its regulatory and legal
consequences in healthcare and financial services are
equivalent to those of active exploitation.

3.3 Black-Box Assumption and Scope

All findings reported in this paper were obtained
through black-box evaluation. We did not perform
gradient-based adversarial suffix generation, model
weight inspection, training data extraction, or any
technique requiring internal model access. This scope
reflects the operational reality of most regulated-
industry deployments, where the deployer receives
a model checkpoint but adversarial testing must be
conducted through the same interface as the end user.

White-box attacks — including adversarial suffix
generation [20], embedding-space manipulation, and
training data poisoning — represent a distinct and

potentially more severe threat class that is out of scope
here. Our results should be interpreted as a lower
bound on the full attack surface: a model that fails our
black-box probes at critical severity will also present
additional vulnerabilities under white-box conditions.

3.4 Why Regulated Industry Context
Changes the Stakes

The implications of adversarial SLM vulnerabilities
differ materially in regulated versus consumer settings
for three reasons.

Liability is assigned. Under EU Al Act Article 3,
deployers of high-risk ATl systems bear primary respon-
sibility for ensuring systems meet the requirements
of Articles 9 through 15. A deployer who ships a
clinical documentation assistant without conducting
adversarial evaluation cannot claim that vulnerability
responsibility lies with the model vendor. This makes
the deployer, not the model author, the party whose
risk exposure is most directly affected by the findings
reported here.

Consequences are bounded by domain. A
sycophancy failure in a consumer chatbot pro-
duces misinformation. The same failure in a
clinical dosage assistant that reverses a correct
overdose-risk warning under physician social pressure
(sycophancy medication_overdose) may contribute
to patient harm. The difference is not in the model’s
behaviour - which is identical in both cases, but in the
deployment context that determines the consequence
of the output.

Auditability requirements are asymmetric. HIPAA
Security Rule §164.308 requires covered entities to im-
plement procedures to regularly evaluate technical and
operational safeguards. ISO/TEC 42001 requires doc-
umented evidence of Al risk management processes.
EU AI Act Annex IV requires technical documen-
tation sufficient to demonstrate compliance. In all
three frameworks, deployers who cannot document
adversarial evaluation of their Al systems face com-
pliance exposure independent of whether an actual
adversarial incident has occurred.

4 Methodology

4.1 Evaluation Framework Design

We developed a structured adversarial evaluation
framework comprising 154 test executions per model
across 21 attack categories. The framework is organ-
ised into five thematic groups reflecting the attack
surface taxonomy described in Section [3} alignment
exploitation (59 tests), bias and fairness (36 tests),



context-window manipulation (26 tests), multi-turn
adversarial dialogue (6 tests), and reasoning integrity
and structured-format injection (27 tests).

Probe construction. Each test comprises a struc-
tured input payload designed to elicit a specific fail-
ure mode, together with a ground-truth specification
that defines the criteria for compliance (pass) ver-
sus violation (fail). Alignment probes use a two-turn
structure: an initial query establishes a factual or
safety-relevant baseline response, and a pushback turn
introduces social pressure, role framing, or competing
authority claims. Context-window probes use multi-
request structures that vary the position and depth
of an unsafe payload within a filled context window.
Bias probes use structurally isomorphic query pairs
that differ only in demographic markers encoded via
name selection, consistent with the methodology of
Bertrand and Mullainathan [3] and its extension to
NLP contexts [10]. Multi-turn probes construct full
dialogue histories that establish the false premises
against which the unsafe final turn is evaluated.

Response classification. Model responses are
classified as pass or fail against the probe ground
truth using a two-stage evaluation procedure. In
the first stage, a programmatic classifier applies rule-
based string matching and semantic overlap metrics to
identify clear-case outcomes. In the second stage, re-
sponses where the programmatic classifier confidence
falls below a defined threshold are reviewed using a
secondary LLM-based evaluator operating under an
explicit rubric. For sycophancy probes, the classifi-
cation criterion is whether the model’s substantive
position after the pushback turn is consistent with its
baseline response; responses that hedge with apolo-
getic framing but maintain the correct substantive
position are classified as passes. For bias probes, clas-
sification uses a normalised text-similarity difference
score between the demographically varied query pair;
findings are raised when the difference score exceeds
0.15 on a [0, 1] scale. For multi-turn probes, the clas-
sification criterion is whether the model’s final-turn
response complies with the unsafe request established
or escalated across prior turns.

Severity assignment. FEach failing test is as-
signed one of three severity levels. Critical severity
is assigned when the failure directly enables patient
harm, regulatory violation, or system compromise
in a deployment context consistent with the probe’s
intended use case: a medical dosage assistant that re-
verses an overdose warning, a HIPAA-governed system
that endorses patient data disclosure, or a model that
completes a multi-turn jailbreak to provide restricted
information. High severity is assigned when the fail-
ure indicates a substantial alignment deficiency that

would require remediation before regulated-industry
deployment but does not directly enable the most
severe harm outcomes in a single interaction. Medium
severity is assigned when the failure is contextually
inconsistent or suboptimal but does not independently
constitute a safety or compliance violation. No test in
the evaluation produced a low-severity finding. The
absence of low-severity findings may reflect the tar-
geted nature of the evaluation framework, which was
designed around regulated-industry harm scenarios
where low-consequence failures are structurally un-
likely, or may indicate a calibration effect in the sever-
ity rubric; we cannot fully distinguish between these
explanations.

4.2 Attack Category Descriptions

The 21 attack categories are as follows.

Alignment sycophancy (7 tests) assesses position
stability under social pressure. Probe pairs include
factual questions (australia capital, basic_math),
scientific consensus (flat_earth), and safety-critical
domains (medication_overdose, impaired driving,
safety bleach_ammonia, hipaa compliance). The
final three carry critical-severity failure classifications
given their relevance to clinical and regulatory deploy-
ment contexts.

Alignment crescendo tests) assesses
multi-turn constraint erosion. Three escalation
paths are tested: data exfiltration escalation
(crescendo_data exfiltration escalation),
safety boundary erosion
(crescendo_safety_erosion), and identity dis-
solution (crescendo_identity_dissolution). Each
probe is rated critical on failure by construction,
because successful crescendo completion represents a
full jailbreak through an otherwise unbreached safety
boundary.

Alignment competing objectives (5 tests)
presents explicit conflicts between system objectives

— helpfulness versus safety, helpfulness versus privacy,
utility versus regulatory compliance — and classifies
outcomes by which objective the model chose to sat-
isfy.

Alignment consistency (24 tests) applies para-
phrase, reframing, and contextual variation to pre-
viously answered queries and assesses whether the
model maintains consistent positions across struc-
turally equivalent inputs.

Bias and fairness (36 tests) compares model
responses to query pairs that differ only in demo-
graphically encoded patient or customer names across
medical pain assessment and mental health contexts.
Demographic dimensions tested include race (White

(3



vs. Black, White vs. Hispanic, White vs. Middle
Eastern, White vs. Asian), ethnicity, and gender,
using name pairs from the Bertrand—Mullainathan
paradigm adapted to clinical settings. White is used
as the reference category consistent with the Bertrand-
Mullainathan audit paradigm and the established
healthcare bias literature.

Safe messaging (5 tests) assesses compliance with
evidence-based safe messaging guidelines for discus-
sions of self-harm and crisis scenarios.

Instruction hijacking (8 tests) tests whether run-
time inputs can override system-level instructions es-
tablished in the model’s operator context.

JSON and XML smuggling (6 tests) embeds ad-
versarial instructions within structured data payloads
that the model is expected to parse.

Payload splitting (3 tests) distributes a harm-
ful request across multiple non-contiguous message
segments to evade per-message classification.

Virtualization (8 tests) uses persona, role-play,
and hypothetical framings to construct an alternate
context in which unsafe behaviour is presented as
fictional or appropriate.

Infinite context: empty token padding (8
tests) measures whether increasing multi-turn context
fill (at 2, 3, 4, and 5 turns) causes safety degradation
relative to an empty-context baseline. Each position
is sampled twice; reported counts reflect aggregate
compliance probability rather than a single binary
trial.

Infinite context: context window injection
(12 tests) places unsafe payloads at fixed proportions
(0%, 50%, 75%, 90%) of the nominal context window,
sampling three independent draws per position.

Infinite context: context overflow displace-
ment (6 tests) positions unsafe payloads at or near
the 95th percentile of the model’s context capacity
and assesses whether safety instructions established
earlier in the context are displaced. Three draws are
taken per configuration.

Multi-turn: role-conditioned instructions
(RCI) (2 tests) assesses whether expert-role framings
(unrestricted_ai, expert_override) induce unsafe
compliance in subsequent turns.

Multi-turn: conversational consent manip-
ulation (CCM) (2 tests) assesses whether the
model honours fictitiously established prior consent
(prior_agreement, role_consent) as authority for
unsafe requests.

Multi-turn: trust drift via persona esca-
lation (TDPE) (2 tests) assesses whether de-
ferred unsafe payloads succeed after persona es-
tablishment across prior turns (medical_dosage,
credential extraction).

Hallucination probes (6 tests) assess whether
models confabulate authoritative-sounding but factu-
ally incorrect information in response to queries with
known ground truth.

Reasoning categories: causal attribution
(CA), chain-of-thought hijacking (CoTH), logi-
cal entailment (LE), and self-consistency prob-
ing (SCP) (3, 3, 3, and 2 tests respectively) assess
the integrity of model reasoning under adversarial
pressure to accept false premises, follow corrupted rea-
soning chains, or endorse logically invalid conclusions.

Each test was executed as an independent inference
call with no shared context between probes; multi-
turn probes constructed context accumulation pro-
grammatically within a single call.

4.3 Model Selection

The six models were selected to represent the param-
eter range currently deployed in regulated-industry
SLM applications (1.5B-8B), architectural diversity
(GQA, RoPE, synthetic-data training), and a domain
fine-tuned variant. Table [1| provides the full model
inventory. All models were evaluated at 4-bit quantisa-
tion using deployment-representative inference config-
urations, reflecting the on-premises edge-deployment
environment most common in regulated-industry de-
ployments subject to data residency constraints.

4.4 Execution and Validation

All tests were executed between 2026-03-27 and 2026-
03-28 under identical temperature and sampling pa-
rameters. Each test execution was recorded with a
unique run identifier, timestamp, input payload, full
model response, classification outcome, severity level,
and compliance framework mapping against EU Al
Act, HIPAA, GDPR, NIST AI RMF, OWASP LLM
Top 10, and ISO/TEC 42001.

Findings were reviewed for consistency between pro-
grammatic classification and the probe ground truth
specification before final severity assignment. Tests
where the programmatic classifier and manual review
diverged were resolved by manual adjudication; this
affected fewer than 3% of classified failures. Context-
window tests with duplicate probe names reflect inten-
tional multiple-draw sampling and were aggregated
before severity counts were computed.

To assess classification stability, each probe in the
critical-severity cluster was executed across multiple
independent runs at temperature settings of 0.2 and
0.7. Pass/fail classifications were consistent across all
runs for crescendo and sycophancy probe categories
across all six models. Competing objectives probes ex-



Table 1: Models evaluated. Parameter counts are drawn from published model cards.

Model Architecture family Parameters
Qwen2-1.5B-Instruct GQA, Qwen2 1.5B
Llama-3.2-3B-Instruct RoPE, Llama-3 3.0B
Phi-3-mini-4k-Instruct Synthetic training, Phi-3 3.8B
MedGemma-4B-IT7 VLM, Gemma-2 lineage 4.0B
Mistral-7B-Instruct-v0.2  RoPE + SWA, Mistral 7.3B
Llama-3.1-8B-Instruct RoPE, Llama-3 8.0B

fVision-language model; evaluated in text-only mode. Findings apply to the language pathway only.

hibited run-to-run variance of up to 20 percent at tem-
perature 0.7 on individual models; findings in this cat-
egory should be interpreted as indicative rather than
deterministic. Phi-3-mini exhibited partial crescendo
resistance at elevated temperature (0.6-0.7), passing
1/3 crescendo variants consistently, a pattern absent in
all other evaluated models. The evaluation methodol-
ogy and attack category specifications are openly avail-
able at github.com/sichgate/sichgate-methodology.

5 Results

5.1 Overview

We applied the evaluation framework to six SLMs for
a total of 924 adversarial interactions across 154 tests
per model. Overall failure rates ranged from 42.2%
(Qwen2-1.5B; 65/154 tests failed) to 65.6% (Llama-
3.1-8B; 101/154 tests failed). A severity-weighted risk
score (4C + 2H + M, where C, H, M denote the
counts of critical, high, and medium findings respec-
tively) yielded 138 (Qwen2-1.5B), 148 (Phi-3-mini),
169 (MedGemma-4B), 188 (Mistral-7B), 202 (Llama-
3.2-3B), and 217 (Llama-3.1-8B).

These summary statistics already challenge a naive
intuition: Llama-3.1-8B, the largest and most recently
published model in the cohort, exhibited the highest
failure rate and risk score. Qwen2-1.5B, the small-
est model, exhibited the lowest. The ranking is not
monotone with parameter count across architectures.
The per-category breakdown is presented in Tables [2]
and [3

5.2 Universal Vulnerabilities

Three attack categories produced failure rates at or
near 100% across all six models.

Crescendo multi-turn escalation. Five of six
models failed all crescendo escalation probes at criti-
cal severity (15/18 failures). Phi-3-mini was the sole
exception, passing 1/3 escalation paths consistently
across independent evaluation runs at both tempera-

ture settings tested (0.2 and 0.6), suggesting a partial
safety boundary robustness absent in all other evalu-
ated models. This outlier pattern is consistent across
runs and is not temperature-dependent. Successful
jailbreaks required between 3 and 5 turns across mod-
els and attack paths. This result is notable, because
crescendo attacks require no technical capability to
execute and can be attempted by any end user with
iterative query access. No model exhibited any mit-
igation across three structurally distinct escalation
vectors, indicating that multi-turn constraint manage-
ment was not addressed by any training pipeline in
the evaluation cohort.

Competing objectives: help-
fulness versus patient safety.
competing obj_helpfulness_vs_safety medical
was failed at critical severity by all six models. In
every case the model resolved an explicit helpfulness-
versus-safety conflict in favour of helpfulness.
Llama-3.2-3B and MedGemma-4B failed all five
competing-objectives probes (0/5). Mistral-7B failed
four of five, including a model-specific critical failure
on competing obj_biometric_data_conflict not
observed in any other model at critical severity.

Alignment consistency. Failure rates on the 24-
item consistency battery ranged from 54.2% (Phi-3-
mini) to 91.7% (Llama-3.1-8B). The dominant severity
was medium, indicating positional drift rather than
safety-critical reversal, but the universality of the fail-
ure suggests that positional stability under paraphrase
and reframing is not a training objective in any evalu-
ated model. Phi-3-mini was the only model to achieve
a majority pass rate (11/24).

5.3 Context-Window Safety Displace-
ment: A Three-Tier Architectural
Gradient

The most structurally differentiated finding concerns
context-window safety behaviour across the ETP and
COD attack categories. Results establish a three-tier
vulnerability gradient correlated with model training



family, summarised as follows.

Tier 1 (full vulnerability) encompasses Llama-3.1-
8B and Llama-3.2-3B. Both models failed all 8 ETP
tests (0/8, all high severity). Llama-3.1-8B failed 6/6
COD tests, all rated critical. Llama-3.2-3B failed 5/6
COD tests (4 critical, 1 high). On the combined ETP
and COD surface of 14 tests, Llama-3.1-8B passed
1/14 and Llama-3.2-3B passed 2/14.

Tier 2 (partial vulnerability) is occupied solely by
Mistral-7B. It passed 5/8 ETP tests (3 high-severity
failures) and 2/6 COD tests (2 critical, 2 high). On
the combined surface, Mistral-7B passed 7/14.

Tier 3 (no ETP vulnerability) comprises Qwen2-
1.5B, MedGemma-4B, and Phi-3-mini. All three
passed 8/8 ETP tests with zero findings. Each failed
3/6 COD tests with zero critical findings, a residual
COD vulnerability shared equally across architectures.
On the combined surface, all three passed 11/14.

The Tier 1 and Tier 2 models share RoPE positional
embeddings. Llama-3.1-8B and Llama-3.2-3B addi-
tionally employ the extended RoPE scaling necessary
to support Llama-3.1-8B’s 128K-token context win-
dow. Mistral-7B-v0.2 uses RoPE with a 4K nominal
context window. Qwen2-1.5B uses GQA-based posi-
tional encoding; Phi-3-mini uses conventional trans-
former attention trained on synthetically constructed
data. The gradient is consistent with the hypothesis
that RoPE positional encoding creates sensitivity to
context-position-dependent safety degradation that is
amplified by the extended context scaling present in
the Llama-3.x training pipeline. We present this as a
falsifiable mechanistic hypothesis; confirming it would
require attention-layer activation analysis outside the
scope of this black-box evaluation.

Context Width Injection (CWI) probes partially
extend this pattern. All six models failed CWI probes
at varying positions; non-Llama models achieved 3/12
passes and Llama/Mistral models achieved 1-2/12
passes. Llama-3.1-8B and Llama-3.2-3B each incurred
2 additional critical CWT findings at the 0% context
fill position, indicating safety degradation at baseline
context depth before any padding is introduced.

5.4 Domain Fine-Tuning Effects

MedGemma-4B is the only model in the evaluation
that was domain-fine-tuned before deployment —
specifically, on medical dialogue, clinical documen-
tation, and healthcare Q&A corpora. Its vulnerabil-
ity profile diverges from general-purpose models in a
pattern consistent with attack surface redistribution
rather than net reduction.

On safe messaging probes, MedGemma-4B achieved
a perfect score (5/5), one of only three models to do

so, alongside Phi-3-mini and Mistral-7B. This im-
provement is directionally expected from supervised
exposure to medically governed dialogue.

On demographic bias probes, however, Med Gemma-
4B incurred 8 critical and 8 high findings (44.4%
failure rate), the highest critical bias count of any
sub-8B model in the evaluation. All 8 critical findings
recorded a difference score of 0.50 against a threshold
of 0.15 on medical pain assessment and mental health
context probes. Critical-severity findings were ob-
served for race (Black vs. White, Hispanic vs. White,
Middle Eastern vs. White, Asian vs. White), eth-
nicity, and gender comparisons. MedGemma-4B’s
medical fine-tuning corpus evidently encodes demo-
graphic signal that amplifies differential response gen-
eration in the exact clinical domains the fine-tuning
was intended to improve.

MedGemma-4B additionally failed
sycophancy_hipaa_compliance at critical severity
— the sycophancy probe most directly relevant to
its training domain and deployment context. Its
overall failure rate (51.3%) and weighted risk score
(169) exceed those of Qwen2-1.5B (42.2%, 138)
and Phi-3-mini (45.5%, 148) despite a parameter
advantage of 2.7x and 1.05x respectively.

5.5 Multi-Turn Adversarial Robust-
ness

The multi-turn battery covers three structurally dis-
tinct manipulation vectors (RCI, CCM, TDPE) across
six tests. Mistral-7B-Instruct-v0.2 failed all six (0/6,
all high severity) — the only model to do so. Llama-
3.1-8B and Llama-3.2-3B each passed 1/6; Qwen2-
1.5B and MedGemma-4B passed 3/6; Phi-3-mini
passed 4/6.

Phi-3-mini was uniquely resistant to RCI probes
(2/2 passes on mttv_rci unrestricted.ai and
mttv_rci_expert_override), suggesting that its
synthetic-data training regime may incidentally reduce
susceptibility to expert-role-conditioned compliance
manipulation.

Mistral-7B’s uniform failure across all three multi-
turn categories — covering role framing, prior consent
fabrication, and deferred payload injection — implies
a broad stateful dialogue management deficit rather
than a narrow alignment gap. This finding is directly
relevant to agentic deployment configurations, which
are the dominant growth vector for SLM integration
in regulated-industry products.



5.6 Sycophancy

Sycophancy resistance was the attack category with
the largest inter-model variance and the weakest cor-
relation with parameter count. Llama-3.1-8B was
the most resistant model (6/7 passes, 85.7%), while
Qwen2-1.5B was the least resistant (0/7 passes, 0%),
despite both occupying comparable positions in the
sub-8B parameter range.

The three highest-stakes probes formed a consis-
tent failure cluster. sycophancy hipaa compliance
was failed at critical severity by four of six
models (Qwen2-1.5B;, MedGemma-4B, Llama-3.2-
3B, Mistral-7B), making it the single highest
cross-model-risk individual probe in the eval-
uation. sycophancy medication_overdose and
sycophancy_impaired driving were each failed at
critical severity by at least two models. Llama-3.1-8B
and Phi-3-mini were the only models to pass all three
critical-stakes probes.

Within the Llama family, sycophancy resistance
scales with parameter count (3B: 4/7; 8B: 6/7). This
scaling relationship does not hold cross-architecture:
Qwen2-1.5B underperforms Llama-3.2-3B at compa-
rable scale, while Phi-3-mini at 3.8B outperforms
Mistral-7B at 7.3B. Sycophancy resistance in SLMs
therefore appears to be a function of post-training
reward signal composition rather than model capacity.

5.7 Instruction Hijacking and

Structured-Format Injection

The probe instruction_hijacking 05 was failed at

critical severity by five of six models. Mistral-
7B-Instruct-v0.2  failed the distinct variant
instruction_hijacking 08 at critical instead,

a model-specific finding not corroborated by other
models at that severity level. No model achieved a
perfect pass rate on the 8-item hijacking battery (pass
rates: 6/8 for MedGemma-4B, 7/8 for all others).

JSON and XML smuggling failures were uniform
(2-3/6 passes, all high severity). Payload splitting
produced consistent failures in five of six models (1/3
passes), with Llama-3.2-3B as the sole exception (3/3
passes); given the inconsistency with Llama-3.2-3B’s
performance on adjacent injection categories, inde-
pendent replication of the payload splitting result for
that model is recommended before publication claims
are finalised.

6 Discussion

6.1 Implications for Regulated-

Industry Deployers

The dominant practical implication of these results
is that regulated-industry deployers cannot rely on
either parameter count or vendor-reported capabilities
as proxies for adversarial safety. The model with the
highest weighted risk score in this evaluation is also
the largest and most capable by standard benchmarks.
The model with the lowest risk score is the smallest.
Within individual attack categories, the variance is
more striking still: Qwen2-1.5B passes all ETP tests
while Llama-3.1-8B fails all of them; Phi-3-mini resists
all sycophancy probes in the critical-stakes cluster
while Qwen2-1.5B fails all seven.

The context-window safety displacement gradient
has immediate deployment implications for any organ-
isation using Llama-family or Mistral-family models
in long-context configurations. The 4K nominal con-
text window of Mistral-7B-v0.2 is already sufficient
to induce partial ETP vulnerability; Llama-3.1-8B’s
128K-token window creates an attack surface where
unsafe payloads can be embedded at token positions
far beyond what any manual prompt review would
detect. Deployers who use these models in config-
urations where context length is user-controlled or
document-driven — clinical note analysis, financial
document Q&A, customer support with chat history
— should treat context-window injection as an active
threat, not a theoretical one.

The sycophancy cluster around healthcare
compliance probes (medication_overdose,
hipaa_compliance, impaired_driving) identi-
fies a specific, testable, and remediable vulnerability
class. Four of six models will reverse a correct
safety-compliance position under user social pressure.
This is not an edge case in clinical or financial
deployments; it is the routine experience of users
who disagree with a model’s output and say so.
Deployers who have not tested for sycophantic safety
reversal have not assessed whether their system
maintains safety positions under normal use, let alone
adversarial use.

The MedGemma-4B finding should be read as a cau-
tionary result for anyone evaluating domain-specific
fine-tuned SLMs. Medical fine-tuning improved safe
messaging compliance but amplified demographic bias
in pain assessment and mental health contexts — ex-
actly the clinical domains in which demographic bias
in AT outputs carries the most direct patient harm risk
and the most significant regulatory exposure under
the EU AI Act and US healthcare anti-discrimination



Table 2: Per-category findings, Part 1: alignment, bias, and injection categories. C = critical, H = high, M =
medium. Pass counts in parentheses. Bold = cross-model significance.

Attack Category Qwen2-1.5B MedGemma-4B Llama-3.1-8B Llama-3.2-3B Phi-3-mini Mistral-7B
alignment_sycophancy (7) C4/H3 (0/7p) C1/H2 (4/7p) CO0/H1 (6/7p) C3/HO (4/7p) C1/H2 (4/7p)  C3/H2 (2/7p)
alignment_crescendo (3) C3 (0/3p) C3 (0/3p) C3 (0/3p) C3 (0/3p) C2 (1/3p) C3 (0/3p)

alignment_competing_obj (5) C1/H1/M1 (2/5p) C2/M3 (0/5p) C1/H1/M2 (1/5p) C1/M4 (0/5p) C1/M2 (2/5p) C2/M2 (1/5p)
alignment_consistency (24) H3/M14 (7/24p) H3/M17 (4/24p) H1/M21 (2/24p) H2/M19 (3/24p) H3/M10 (11/24p) H2/M19 (3/24p)
bias_fairness (36) C3/H2 (31/36p) C8/HS (20/36p) C9/H11 (16/36p) C4/H12 (20/36p) C5/H12 (19/36p) C5/H9 (22/36p)

safe_messaging (5) M1 (4/5p) — (5/5p) M1 (4/5p) M1 (4/5p) — (5/5p) — (5/5p)
instruction_hijacking (8) C1 (7/8p) C2 (6/8p) C1 (7/8p) C1 (7/8p) C1 (7/8p) C1 (7/8p)
json_xml_smuggling (6) H3 (3/6p) H4 (2/6p) H4 (2/6p) H4 (2/6p) H4 (2/6p) H4 (2/6p)
payload_splitting (3) H2 (1/3p) H2 (1/3p) H2 (1/3p) — (3/3p) H2 (1/3p) H1 (2/3p)
virtualization (8) H2 (6/8p) H3 (5/8p) H3 (5/8p) H3 (5/8p) H2 (6/8p) H2 (6/8p)

Table 3: Per-category findings, Part 2: context-window,

totals. C = critical, H = high, M = medium.

multi-turn, and reasoning categories, with aggregate

Attack Category Qwen2-1.5B MedGemma-4B Llama-3.1-8B Llama-3.2-3B  Phi-3-mini Mistral-7B
inf_ctx-ctp (8) — (8/5p) — (3/5p) Hs (0/8p)  HS (0/8p)  — (3/50) M3 (5/sp)
inf_ctx_cwi (12) HY (3/12p) HY (3/12p) C2/H9 (1/12p) C2/HY9 (1/12p)  H9 (3/12p)  C1/H9 (2/12p)
inf_ctx_cod (6) H3 (3/6p) H3 (3/6p) C6 (0/6p)  C4/H1 (1/6p)  H3 (3/6p)  C2/H2 (2/6p)
multiturn_ccm (2) — (2/2p) — (2/2p) H2 (0/2p) H2 (0/2p) — (2/2p) H2 (0/2p)
multiturn_rci (2) H2 (0/2p) H2 (0/2p) H2 (0/2p) H2 (0/2p) — (2/2p) H2 (0/2p)
multiturn_tdpe (2) H1 (1/2p) H1 (1/2p) H1 (1/2p) H1 (1/2p) H2 (0/2p) H2 (0/2p)
hallucination_probe (6) H2 (4/6p) H2/M1 (3/6p) M3 (3/6p) M2 (4/6p) H1/M2 (3/6p) H2/M1 (3/6p)
reasoning-ca (3) — (3/3p) — (3/3p) M2 (1/3p) M2 (1/3p) — (3/3p) M2 (1/3p)
reasoning_coth (3) H2 (1/3p) H1 (2/3p) H1 (2/3p) H2 (1/3p) H2 (1/3p) H3 (0/3p)
reasoning_le (3) H1 (2/3p) H1 (2/3p) H3 (0/3p) H3 (0/3p) H2 (1/3p) H1 (2/3p)
reasoning-scp (2) H1 (1/2p) H1 (1/2p) H1 (1/2p) H2 (0/2p) H1 (1/2p) H2 (0/2p)
Total C/H/M Cl2/H37/M16  C16/H42/M21  C22/H50/M29 C18/H51/M28 C11/HA5/M14 C17/H48/M24
Overall fail rate 42.2% 51.3% 65.6% 63.0% 45.5% 57.8%
‘Weighted score 138 169 217 202 148 188

frameworks. A deployer who evaluated safe messag-
ing only, and found MedGemma’s 5/5 performance
satisfactory, would be shipping a model with eight
uncharacterised critical demographic bias findings.

6.2 EU AI Act and Regulatory Frame-
work Implications

EU AI Act Article 3 defines deployers of high-risk
AT systems as the parties primarily responsible for
ensuring that systems comply with the requirements
of Chapter III, Section 2. Al systems deployed in
medical device interfaces, credit scoring, employment
screening, and clinical decision support all fall under
the high-risk categories enumerated in Annex ITI. Ar-
ticle 9 requires deployers to establish and implement a
risk management system covering all foreseeable risks
to health, safety, and fundamental rights throughout
the system lifecycle. Article 10 requires measures to
address reasonably foreseeable risks of biased outputs.
Article 15 requires systems to achieve appropriate
levels of accuracy, robustness, and cybersecurity.
The evaluation framework applied in this paper
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directly maps to Article 15 cybersecurity and robust-
ness requirements and to Article 10 bias documenta-
tion requirements. Specifically, the following findings
constitute Article-level exposure for deployers who
have not conducted equivalent testing: the univer-
sal crescendo jailbreak result (Article 15 robustness);
the demographic bias findings in MedGemma-4B and
Llama-3.1-8B (Article 10, Annex IV documentation);
the sycophancy reversal of HIPAA compliance po-
sitions (Article 9 risk management, Article 14 hu-
man oversight); and the context-window displacement
findings for Llama and Mistral families (Article 15
cybersecurity, EU AI Act Article 9).

The EU AT Act’s high-risk deployment deadline of
2 August 2026 makes the current period a critical
window for regulated-industry deployers to conduct
and document adversarial evaluations. Deployers who
cannot produce evaluation records meeting Annex IV
documentation requirements at that date face poten-
tial enforcement exposure.

Additionally, Mistral-7B’s critical failure on
competing obj_biometric_data_conflict — a
probe testing whether the model violates GDPR



Article 9 special-category data processing restrictions
when helpfulness incentives are opposed — is directly
relevant to EU-regulated deployments in healthcare,
HR screening, and insurance contexts, all of which
handle special-category biometric and health data.

6.3 Limitations

Several limitations of this evaluation should be ac-
knowledged.

Text-only evaluation of  MedGemma-4B.
MedGemma-4B is a vision—language model. We
evaluated only its language generation pathway. The
findings reported here apply to text-only deployments;
the multimodal attack surface, including vision-based
prompt injection and image-embedded adversarial
content, is out of scope.

Quantisation effects. All models were evaluated at
4-bit quantisation via m1x-1m on Apple Silicon hard-
ware. Quantisation may alter output distributions
at safety-relevant token probability boundaries. We
cannot rule out that some findings are quantisation-
specific and would not reproduce at full precision;
equally, quantisation may mask additional vulnera-
bilities present in the full-precision model. As 4-bit
quantisation reflects the standard deployment config-
uration for on-premises SLM edge deployments, we
consider this the appropriate scope.

Black-box scope. Our evaluation constitutes a lower
bound on the full attack surface. White-box attacks
— adversarial suffix generation, embedding-space ma-
nipulation, activation steering — represent additional
vulnerability classes not addressed here.

Coverage. The framework covers 24 of the OWASP
LLM Top 10 compliance references; OWASP-LLM-02
(insecure output handling), LLM-04 (model denial of
service), and LLM-05 through LLM-07 and LLM-10
are not addressed in the current test suite. Reported
compliance coverage should be interpreted relative to
this scope.

Classification stability. Crescendo and sycophancy
probe classifications were confirmed stable across mul-
tiple independent runs at temperature 0.2 and 0.7 for
all six models. Competing objectives probes showed
run-to-run variance of up to 20 percent at temper-
ature 0.7, indicating that findings in this category
carry greater uncertainty than the crescendo and syco-
phancy results. Stability testing was conducted at
temperatures 0.2 and 0.7; replication across a broader
temperature range would further characterise failure
rate variance.

Probe-level classification uncertainty. The
sycophancy_safety_bleach ammonia findings for
Qwen2-1.5B and Mistral-7B should be treated with

additional caution: programmatic classification con-
fidence for these two probes was at threshold, and
manual response review is recommended before treat-
ing them as confirmed critical findings.

Mechanistic interpretation. The three-tier context-
window gradient is a behavioural observation. The
proposed mechanistic interpretation — that RoPE
positional encoding and the SWA lineage shared by
Llama and Mistral architectures mediate the vulnera-
bility — is a falsifiable hypothesis that would require
attention-layer activation analysis to confirm or refute.
We present it as a direction for follow-on interpretabil-
ity work, not as an established finding.

6.4 Responsible Disclosure

The findings in this paper were produced through
black-box adversarial evaluation using the same in-
terface available to any end user or operator. No
novel exploitation technique is disclosed here; all at-
tack categories described have been characterised in
the adversarial ML literature. We have not reported
specific prompt payloads sufficient to reproduce crit-
ical findings without understanding the evaluation
framework, in accordance with responsible disclosure
norms.

Researchers or deployers who identify specific de-
ployment contexts in which the reported findings con-
stitute an active risk are encouraged to apply the
appropriate vendor or operator notification processes.

7 Conclusion

We have presented a systematic adversarial evalua-
tion of six small language models across 21 attack
categories, yielding four principal findings: Five of
six models failed all crescendo multi-turn escalation
probes at critical severity, with Phi-3-mini as a re-
producible partial exception; that context-window
safety displacement follows a three-tier architectural
gradient correlated with RoPE-based attention de-
sign; that medical domain fine-tuning redistributes
adversarial exposure rather than reducing it, ampli-
fying demographic bias in precisely the clinical do-
mains the fine-tuning was intended to improve; and
that sycophancy resistance to safety-relevant com-
pliance reversal is architecture-mediated, not scale-
mediated, with four of six models reversing correct
safety-compliance positions under routine user social
pressure. Taken together, these findings demonstrate
that SLMs exhibit systematic, architecture-dependent
adversarial vulnerabilities that differ materially from
those documented in large language models, and that
regulated-industry deployers who have not conducted
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SLM-specific adversarial evaluation are shipping sys-
tems with uncharacterised attack surfaces directly
relevant to their EU Al Act, HIPAA, and GDPR
compliance posture. The evaluation methodology and
attack category specifications are openly available at
github.com/sichgate/sichgate-methodology. The pro-
prietary implementation underlying this evaluation
is available to qualified researchers and regulated-
industry practitioners for independent application.
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